O’BRIEN COUNTY
Al POLICY

Purpose

This Policy aims to promote responsible and ethical use of generative artificial intelligence
(Al) technologies in County operations. By establishing clear minimum requirements and
prohibited uses of Al, we strive for Al technology to be utilized to enhance efficiency,
innovation, and productivity while safeguarding against potential risks and misuses.

Scope

This policy applies to all O’Brien County employees, contractors, vendors, and stakeholders
involved in designing, procuring, deploying, or using Al tools when conducting County
business, such as ChatGPT, Co-Pilot, Google Bard, DALL-E, Midjourney, and other similar
applications that mimic human intelligence to generate answers, work product, or perform
certain tasks. It covers all forms of Al interaction while engaged in County operations or
business — text, voice, image, data feeds — and outputs including analytics, automated
decisions, or reports. It also governs third-party Al systems that the County procures,
licenses, or uses, requiring compliance with relevant laws and ethical standards.

The use of Al is subject to all County policies, including those pertaining to professional
conduct, non-discrimination, and data security.

Guidelines

DO:

e Understand that Al tools may be useful but are not a substitute for human judgment and
creativity.

e Understand that many Al tools are prone to “hallucinations,” false answers or
information, or information that is stale, and therefore responses must always be
carefully verified by a human.

e Treat every bit of information you provide to an Al tool as if it will go viral on the Internet,
or would be attributed to you or the County, regardless of the settings you have selected
within the tool (or the assurances made by its creators).

e |[nform your supervisor when you have used an Al tool to help perform a task.

e Verify that any response from an Al tool that you intend to rely on or use is accurate,
appropriate, not biased, not a violation of any other individual or entity’s intellectual
property or privacy, and consistent with County policies and applicable laws.



e Use Altools that are licensed or approved by the County to gain efficiencies and generate
work product, where reasonable to do so.

DO NOT:

e Do not upload or input any confidential, proprietary, or sensitive information into any Al
tool without the prior written authorization of your supervisor and IT Department.
Examples include passwords and other credentials, protected health information,
financial information, personnel material, information from documents marked
Confidential, Sensitive, or Proprietary, or any other nonpublic County information that
might be harmful to the County, its employees, or its citizens, if disclosed. This may
breach your or the County’s obligations to keep certain information confidential and
secure and risks widespread disclosure.

e Do not upload or input any personal information (names, addresses, likenesses, etc.)
about any person into any Al tool without the prior written authorization of your
supervisor and IT Department.

e Do not represent work generated by an Al tool as being your own original work. Carefully
review and check source material for any Al-generated information or work product.

e Do notintegrate any Al tool with internal County software without first receiving specific
written permission from your supervisor and the IT Department.

e Do not use personal accounts utilizing Al tools and applications for work-related
purposes.

e Do not infringe upon intellectual property rights, meaning do not input copyright,
trademark, or other intellectual property (such as books, articles, and images) into an Al
tool, because it can infringe on the property rights of others. Carefully review work
generated by Al to ensure that it is not using copyrighted, trademarked or other
intellectual property that the County does not have permission to use.

Training and Awareness

All employees must review and acknowledge this, policy, and complete training on
responsible Al usage before being allowed to use County-licensed Al tools. Resources will
be available to understand emerging Al technologies and potential risks.

Enforcement

Violations may result in disciplinary measures, up to and including termination, as outlined
in the applicable County disciplinary procedures. This includes negligent misuse or
intentional misuse of Al technologies.



